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Abstract


The embedding of a signal within a host signal, also known as digital watermarking, is presently an extremely popular topic.  Whether for applications of copyright protection or information storing, the advent of the Internet and the abundant amount of digital communication today has required the presence of this new technology.  Due to the recent introduction of intellectual property rights regulations, watermarking has become a necessary process for digital multimedia.


This report serves to explain theory and demonstrate the knowledge of different watermarking techniques.  The comparison and contrast of different techniques is also discussed.  Strengths of different techniques all throughout the different watermarking domains are highlighted.  Research performed by top authorities in the field such as Gerhard C. Langelaar, Reginald L. Lagendijk, and Jan Biemond are summarized.


Systems designed for the watermarking of metadata recorded during video surveillance are introduced in detail.  A new application coded using JAVA is also introduced.  This application is used to view previously extract metadata from an MPEG bitstream and display this metadata alongside the playing video.  These new watermarking systems and applications are meant to simplify the current techniques used which treat video and metadata as two separate streams.  The combination of these two streams into one, along with an easy-to-use metadata viewer in a graphical user interface form will increase the convenience to the users.

1.  Document Layout


The following document is a semester end report of all research and development done throughout the spring semester of 2002.  The report is presented in such a way that the reader can start from the beginning and sequentially read through, or skip to a specific section to access information.


The report is divided into a total of seven major sections as can be seen from the table of contents.  Each one of these sections deals with a specific aspect of research or development and was separated from the other sections for readability purposes.  The first major section of the report is the one presently being read.  This section will outline the layout of the following sections with a brief overview of each.  The next section is entitled Introduction To Watermarking and will introduce the reader to the general topics of watermarking such as what it is and why it is used.  The third section of the report is entitled Watermarking Algorithms.  This section will delve more deeply into the watermarking domain and explain specific methods of watermarking for both digital still images and video.  The section entitled “Hands on” Work is a look into the experience and knowledge gained by manual exercises such as the analysis of a MPEG hex dump and the manipulation of actual watermarking source code.  Following this section is another entitled Contribution.  This section demonstrates the ideas and system designs that were contributed through all the research and experience learned throughout the semester.  It is in this section that new watermarking systems are proposed and the metadata viewing application is introduced.  The Conclusion of the report will gracefully end the readers reading experience by wrapping up all topics presented and the Appendix contains all extraneous information not included in the main body of the report.

2.  Introduction To Watermarking

2.1  What Is Watermarking?


As defined by the fourth edition of The American Heritage® Dictionary of the English Language, a watermark is, “A translucent design impressed on paper during manufacture and visible when the paper is held to the light.”  The watermarking process, invented some 700 years ago in Fabriano, Italy, was first used on articles of clothing for labeling purposes.  The clothing designer purposely used less material in specific places in the piece of clothing so that when held beside a light these “thin” areas formed a hidden image that was before unnoticeable [1].  Since then, watermarking has been applied in many other areas including digital multimedia such as audio, images, and video.  From this point on, this paper will focus on the narrower topics of digital image and video watermarking.

2.2  Why Watermark Digital Multimedia?

The ability to encode inherently analog data, such as still images and video signals, into a digital format has been a popular topic over the past two decades.  As technology improved throughout the years the methods of performing the analog-to-digital encoding have also evolved.  This evolution provided more efficient compression techniques and increased data rates.  Standards such as mpeg and jpeg have become common terminology when speaking in terms of digital multimedia.  The widespread use of these popular standards has unfortunately given rise to several problems.  Such problems that have arisen are disputes over ownership and copyright infringement of digitized multimedia material.  In response to these problems the U.S. Congress passed the Digital Millennium Copyright Act (DMCA) on October 28, 1998.  This act provides the necessary protection due to digital copyrighted material [4].  Several procedures have been introduced to ensure this protection.  The embedding of a watermark into the digital image or video is one such procedure that has become extremely popular.

Although the watermarking process has changed drastically over the past millennium, the reasons for watermarking, in present day, remain extremely similar.  The purposes for watermarking have been divided into the two categories of protection and informative as is shown in table 1. 

	Protection
	

Informative

	Copyright Protection
	Indexing

	Fingerprinting
	Medical Safety

	Copy Generation Control
	Data Hiding

	Broadcast Monitoring
	

	Data Authentication
	


Table 1 - Watermark Categories

The watermarking purposes that fall under the category of “protection” can basically be identified by their ability to provide the protection demanded by the DMCA.  The first and most obvious of these purposes is copyright protection.  In terms of copyright protection, the embedded watermark serves as a way that an owner of some intellectual material can prove ownership if challenged by another party.  This may be useful to photographers who post their photos on the Internet so that competing photographers cannot steal their images.  A second purpose is for fingerprinting.  Fingerprinting refers to the ability to embed a unique identifier for each copy of some piece of property so that this property may be traced back to its owner.  An example of where fingerprinting may be useful is in the sale of software.  A software engineering company may wish to fingerprint a version of software so that if a pirated version of the software is found, the origin of the pirated version will be identifiable via the embedded data.  The third purpose presented is copy generation control.  Watermarking data for copy generation control purposes allows read/record devices to prohibit copying according to the embedded privileges.  Music or movie studios could use copy generation control so that a customer would have the ability to copy non-copyrighted material while preserving rights of copyrighted material.  A fourth purpose is broadcast monitoring.  Broadcast monitoring allows advertising parties to check to see if an advertisement is being broadcasted by a separate party enough times by monitoring for the embedded signal within the advertisement.  This could be useful for advertisements transmitted via guided and unguided media such as cable television and commercial radio bands.  The last purpose listed under the protection category is data authentication.  Data authentication allows a receiving party to verify that contents of a transmitted signal where not altered by noise or sabotage.


The purposes listed under the heading “informative” in table 1 serve simply as a means of transmitting information and are not meant to support the regulations set forth by the DMCA.  The first purpose under the informative heading is indexing.  The term indexing refers to embedding supplemental data within a signal simply for such reasons as transportation or storage.  For example, say a traveler has digital images of a past vacation.  The traveler could use indexing to embed information such as location, date/time, and temperature into the picture so that while viewing the image the embedded data can be retrieved and the traveler can better remember the vacation.  The term indexing receives its name from the fact that if comments are embedded into a file, a browsing or search application could extract information about the file before having to, per say, “download” and view the file.  Without indexing capabilities an extensive search for a specific piece of data could become a time consuming task.  The second listed purpose, medical safety, can be seen as a descendent of indexing.  Medical safety refers to embedding pertinent patient information such as a patient’s record (text) and heart rate signal graph [7].  The third and last listed purpose for watermarking is data hiding.  Data hiding refers to the embedding and transmission of secret messages within a non-secret, host signal and relies on the fact that the only party who knows the embedded data exists is the targeted receiver.  Data hiding is very convenient for situations when data encryption cannot be used.

2.3  Requirements

There are several conditions that must be achieved by a watermarking process.  These conditions are independent of the purpose of watermarking as described above.  The following discussion outlines several of these conditions that are both important and general in the watermark process.

2.3.1  Perceptual Transparency

The first condition and usually considered the most important is the perceptual transparency of the watermarked file.  If a watermarked file is perceptually transparent it must not be possible for humans to tell the difference between the original and watermarked version of a file.  The following quote best describes the goal of a perceptually transparent watermarking process.  “A good watermarking technique must not affect the quality of the underlying audio or visual signal, as measured by experts with golden ears and eyes [9].”  One important aspect of perceptual transparency is that in most cases when a watermarked file is being viewed, access to the original, un-watermarked file is not available for comparison.  If the original is not available for comparison it is much harder to discern differences in the file.  Therefore, there is a fine line between distinguishing whether or not a file is perceptually transparent and is a decision that must be made at time of embedding.

2.3.2  Capacity

The ability of a host signal to carry a payload must also be considered during the watermark process.  The total amount of watermark payload must not exceed the host signal’s maximum capacity.  In order for data to be embedded into a host signal, the host signal must be sufficiently large or satisfy the watermark algorithm’s requirements depending on the size of the incoming payload.  For example, it would be impossible to embed the contents of an English Dictionary into an image of resolution one pixel.  There is simply not enough information in one pixel to store a dictionary worth of information.  However, at this point it is important to note that the maximum capacity of a host signal will vary depending on the watermark algorithm implemented.  The watermark granularity is the amount of the host signal needed to embed a single unit of watermark information [4].  Therefore, the capacity of the host signal varies proportional to the watermarking algorithm’s watermark granularity.

2.3.3  Robustness


A watermark within a host signal can be classified as fragile, robust, or semifragile.  A fragile watermark is utilized when it is important to make sure a third party has not altered the signal.  An alteration in the watermarked signal will result in the watermark not being detected.  At this point, the legitimacy of the signal is compromised and the signal can no longer be used.  On the opposite hand, a robust watermark is used when it is required that the watermark be resilient towards third party alteration or from interference such as transmission channel noise.  Robust watermarks can be implemented for copyright purposes.  For example, referring back to the example used earlier of the photographer watermarking images posted on the Internet, the photographer does not want any other photographer to be able to remove the watermark and steal the images.  If the photographer uses a fragile watermark in place of a robust one, it would be much easier for the images to be stolen.  Using a robust watermark will usually require more changes to the file that will in turn effect the perceptual transparency.  A proper amount of each factor must be used depending on the situation at hand.  The semifragile watermark is used to differentiate between lossy transformations that are “information preserving” and those that are “information altering.”  An example of an information preserving lossy transformation may be a compression algorithm.  An example of an information altering lossy transformation would be adding or removing a particular object from a scene [6].

3.  Watermarking Algorithms


Digital watermarking is a process that can be performed on both digital still and video files.  In a general sense, an uncompressed digital video file can be compared to a simple flipbook.  In an uncompressed video, a sequence of still images are cycled at a rate close to the refresh rate of the human eye.  This in effect creates the animation known as video.


When embedding a watermark into an image or video a choice must first be made as to what category of watermark technique will be used.  Watermarking schemes can be considered either correlation-based or noncorrelation-based.  In correlation-based schemes the watermark is added to either the spatial or transform domain.  Adding in the spatial domain refers to altering values such as luminance (brightness) values of pixels.  Adding in the transform domain is done after transformation by a signal processing transform such as the commonly used Discrete Cosine Transform (DCT).  Embedding a watermark into a transformed domain is advantageous due to the ability to exploit the shortcomings of the human visual system (HVS).  Embedding in the spatial and transform domain is also known as coefficient-based watermarking.  Correlation techniques are then used to detect the presence of a watermark, but must have prior knowledge of the watermark pattern or the key used for the pattern generation.  Noncorrelation-based techniques are not dependent on correlation for extraction and do not need knowledge of the watermark pattern as did the correlation-based techniques.  In these schemes watermarked data can be extracted when only the watermarked signal is available without the actual watermark pattern.

3.1  Still Image Watermarking


There are many techniques for watermarking still images.  These techniques can be performed in either the spatial or transform domain and can be either correlation or noncorrelation-based.  The following section will discuss two methods of watermarking still images.  Both methods are correlation-based, however, the first will embed in the spatial domain while the other utilizes the transform domain.


In the first method the watermark pattern is simply a pseudorandom noise pattern of integers in the set {-1, 0, 1}.  A key is used to create this pattern.  The pattern is then scaled by some factor and added to the host image.  To detect the watermark the watermarked image is correlated to the pseudorandom pattern.  If the watermark is present in the image, there will be a high correlation that exceeds a set threshold between the watermark pattern generated with the proper key and the watermarked image.  If the watermarked pattern used for detection is not generated with the proper key, correlation will be low since patterns generated with different keys have very low correlation [4].

Extending this method to use a transformed domain increases the robustness of watermark.  Using the DCT an image can be broken down into its frequency components.  Since the HVS is less able to perceive higher frequency components, the watermark can be embedded into a targeted frequency range made available by the DCT.  Utilizing middle band frequencies proves advantageous since the HVS will notice changes made to low frequency components and changes made to high frequency components are not robust to interference such as noise.  Furthermore, using the DCT on a block-by-block basis will help watermark robustness against compression schemes such a JPEG.  Note that the above still image watermarking examples are not performed on the compressed domain.  Discussion of compressed domain watermarking will take place in the following section [4].

It is important to note the advantages and disadvantages to correlation-based techniques.  Correlation-based watermarking is very statistical in nature.  During the extraction process the extractor does not need to extract the exact watermark that was embedded in order for detection to be successful; it needs only to extract enough of the watermark to surpass the set threshold.  This is extremely useful for watermark signals that are susceptible to outside interference such as noise.  However, the disadvantage to this technique is that the extractor must possess the proper key and pseudorandom generator to recreate the exact watermark for which it is searching.  It does not, however, require the un-watermarked host image.  When an extractor does not require the un-watermarked host image the extraction process is labeled oblivious, or non-oblivious in the opposite case.

There are two possible errors that the watermark detector has the ability to make.  The first error, a false positive, is generated when the watermark detector detects a watermark that did not exist in the host signal.  The detector will generate the second error, a false negative, when it does not detect a watermark that did actually exist in the host image.  Using a higher gain factor while watermarking will minimize the probability of these two errors, but will also increase the degradation of the host image [4].

3.2  Video Watermarking


As described earlier, video is conceptually a sequence of still images.  However, storing or transmitting video in this form is quite cumbersome.  The solution to the digital video size bottleneck was compression.  The Motion Picture Experts Group (MPEG) standard of compression was completed in 1992 and named MPEG-1.  Since then several versions including MPEG-2 and MPEG-4 have been released and are presently used in many video applications such as Digital Video Discs (DVD).  Since most digital videos today exist in the compressed domain it is much more computationally feasible to watermark the compressed file rather than uncompress, watermark, and recompress for embedding purposes.  Due to this, the following discussion on digital video watermarking will assume that the watermarking will take place in the compressed domain.

3.2.1  Understanding MPEG


The MPEG standard was closely modeled after the JPEG standard for still image encoding.  MPEG implements the DCT on a block basis so that the frequency spectrum of each block in each frame of video can be compressed.  The DCT domain allows for lossy compression by discarding negligible (high AC) frequency components by means of quantization.  High AC components can be discarded due to the fact that they are usually imperceptible to the HVS.  After quantization the remaining frequency components are zig-zag scanned as in figure 1 and stored using entropy encoding according to the tables defined in the MPEG standard.
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Figure 1 - "Zig-Zag" Scanning

Color input frames of MPEG video sequences are divided into macroblocks.  In a 4:2:0 compressed video each macroblock consists of four 8x8 luminance(Y) blocks and two 8x8 chrominance(Cb & Cr) blocks. These are the values transformed during the DCT.  MPEG stands on the fact that the frequency components in sequential frames of a video sequence usually do not change in considerable amounts over short intervals of time.  A complete MPEG sequence is composed of three different types of frames that are formed in three separate ways.  All I-frames, also known as keyframes, require the most information to represent them.  The intracoding procedure for an I-frame consists of DCT transformation, quantization, and finally entropy encoding used for storage.  The encoding of DC values in I-frames is dependent on the previous block so as to save space.  This is possible because DC components usually do not change tremendously in a frame.  Motion-compensated prediction techniques are then used to compute motion vectors by predicting movement of blocks from the I-frame to the next sequential frame.  Only motion vectors and prediction error are stored in the bitstream to save valuable space and bandwidth.  The MPEG decoder then uses differential pulse code modulation (DPCM) along with the encoder provided motion vectors and prediction error to predict sequential frames called P-frames.  This process of coding P-frames is referred to as interframe coding.  It should be noted that macroblocks of a P-frame can also be intracoded if the error is to great, or skipped if no additional information is needed for the next frame.  Along with generation from I-frames, P-frames are also generated from prior P-frames.  I-frames can be inserted at variable intervals within the sequence.  The shorter this interval, the lower the compression rate of the sequence becomes.  I-frames can be inserted so as to re-synch the picture or increase random access ability.  The last type of frame, the B-frame, can be predicted using both past and future P-frames or I-frames.  B-frame macroblocks extend the ability of P-frame macroblocks in that not only can they forward predicted, they can also be backward (from a future frame) or bi-directionally predicted.  Consequently, they achieve the highest amount of compression.  B-frames are never used for prediction.  The set of P, B, and their initial I-frame is known as a group of pictures (GOP) and can be seen in figure 2.  It should be noted that as the number of P- and B-frames in a sequence increases the amount of compression also increases since they are formed from prediction.  However, the amount of time to encode the data also increases significantly and the amount random access available within the video is decreased [5 & 8].
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Figure 2 - Group Of Pictures

3.2.2  Watermarking MPEG


As previously stated the computational effort needed to decode and re-encode a MPEG file in order to embed a watermark is not acceptable in most situations.  In order to solve this problem a watermarking scheme had to be developed which allowed the insertion of a watermark into the compressed MPEG bitstream.  The following section describes two MPEG watermarking algorithms that address this issue.  The first method, which deals with least significant bit (LSB) modification, is the simpler of the two.  The second method, differential energy watermarking, is more complex, but is much more robust.

3.2.2.1  Watermarking by LSB Modification


The LSB modification watermarking scheme is dependent on the variable length codes (VLC) generated by the entropy encoding stage during the MPEG encoding process.  Each VLC in the MPEG standard has a corresponding run-level pair.  Some of the VLC’s can be classified as label carrying VLC’s (LC-VLC).  If a VLC shares a run length, differs in level by one from another VLC, and has the same codeword size as another VLC, the VLC is categorized as an LC-VLC.  It is in these LC-VLC’s that the watermark data will be embedded.


When embedding the watermark, the encoder will take the first bit of the label, data to be watermarked, and embed this bit into the LSB of the first LC-VLC available in the MPEG bitstream.  If the first bit of the label is equal to the LSB of this VLC the VLC is not altered.  However, if the LSB of the VLC is not equal to the bit the LSB of the VLC is negated.  This process repeats until all bits of the label have been successfully embedded into all necessary LC-VLC’s of the host MPEG bitstream.  To satisfy perceptual transparency requirements of the image, it is possible to set limits on the number of label bits inserted per DCT-block.  Upon extraction of the watermark the decoder simply concatenates all the LSB’s from all the LC-VLC’s to recreate the embedded label.


Watermarking by LSB modification has several pros and cons.  Its major advantages include the lack of computational complexity, the ability to extract the exact label stored, and the tremendous capacity for payload made available by the abundance of LC-VLC’s in the MPEG standard.  Disadvantages to this scheme revolve around the fragility of the watermark.  The watermark can be lost if the MPEG stream is decoded or if the stream is re-watermarked with another label [2].

3.2.2.2  Differential Energy Watermarking


Differential energy watermarking (DEW) is a coefficient domain based scheme in which the energy difference between regions in a frame is used to determine the embedded label bit value.  Each bit in the label to be embedded has an associated label-carrying region (lc-region) in the host frame.  This region is further subdivided into two sub-regions.  These sub-regions can be labeled as upper and lower due to their position in the lc-region.  The size of a region can be any multiple of 8x8 pixel blocks.  Intuitively, a larger region size will result in a more robust watermark.  It can also be seen that changing the region size affects the watermark granularity in DEW.


During the watermark insertion phase of DEW the corresponding energies of the two sub-regions of a region must be manipulated to store the proper label bit value.  The energy of a sub-region is calculated by squaring the sum of all DCT-coefficients of all DCT-blocks in the sub-region that have a zig-zag index in the coefficient matrix greater than a specified cutoff value.  In order to store a 1 in the region, the difference between the energy in the upper sub-region and the lower sub-region must be equal to the negative magnitude of the lower sub-region.  Therefore, during the embedding process, all coefficient values with zig-zag index greater than that of the cutoff value in all DCT blocks of the upper sub-region must be set to zero.  To embed a 0 the opposite is true.  A 0 is embedded in a region when the difference between the energy in the upper sub-region and the lower sub-region equals the energy in the upper sub-region.  This is done by setting all coefficient values with zig-zag index greater than that of the cutoff value in all DCT blocks of the lower sub-region to zero.  Although setting all these values to zero may sound computationally complex, it is actually very simple using the syntax of the MPEG standard.  Each DCT-block is ended with an end-of-block (EOB) marker.  If this marker is shifted to the cutoff index the rest of the coefficients (64 - cutoff) will be treated as zeros [2 & 3].


Using this scheme there is a chance that the two sub-regions of an lc-region differ so greatly that embedding a label bit will overly degrade perceptual transparency.  To avoid this the DCT-blocks can be randomly shuffled before the watermark insertion.  To compensate for this shuffling during decoding, label-carrying regions are then selected randomly instead of using proximity to neighboring blocks [2 & 3].


Like the previous LSB modification watermarking method DEW has its own pros and cons.  Watermarks that have been embedded via DEW cannot be removed by re-embedding with another label and block shuffling pattern.  Although the method is more robust than LSB modification, it is also more computationally challenging because the MPEG sequence must be partially decoded to access the DCT-coefficient matrices.  Another factor that could be considered a disadvantage is that the watermark granularity of this method is greater than that of LSB modification.  In this scenario, the watermark granularity becomes a function of the region size specified at time of embedding [2 & 3].

4.  “Hands on” Work


In order to better comprehend the concept of watermarking in the digital video domain I performed several tasks to better acquaint myself with the MPEG video syntax and watermarking therein.  The following section will describe the steps I took in order to complete this learning process.  During the course of my experimenting I set several milestones for myself to chart my progress.  These milestones allowed me to make sure I was learning at a satisfactory pace and plan out future courses of action.

4.1  MPEG Hex Dump

After I felt I had a basic understanding of the concepts of MPEG video syntax and theory, I set a milestone to successfully analyze a hex dump of random.mpeg, a sample video available at mpeg.org.  Using the provided International Standard 13818-2 MPEG specification and “od,” a program available in the Unix utility library, I was able to parse through a portion of the video’s bitstream and extract information contained in the sequence header of the file.  A log of this work can be found on page 1a in the Appendix of this report.  Reading through the MPEG bitstream provided solid “hands on” experience.  It gave me a good sense of how MPEG bitstreams are structured and how an MPEG encoder/decoder encodes/decodes a bitstream.  This exercise also strengthened my ability to match actual MPEG bitstream syntax with the syntax in the MPEG specification mentioned above.

4.2  C Code

After surpassing the hex dump milestone, I set a new milestone to successfully compile, execute, and manipulate the provided C code that embeds and extracts a watermark file into and from an MPEG file.  Working with the C code solidified some of the MPEG encoding basics that I had read about previously from articles and web resources and had seen previously in my analysis of the hex dump.  I was able to trace through portions of the code that decoded the sequence header, a task I had manually done previously.  My first alteration of the code consisted of adding a counter that kept a running sum of the number of slices contained in the MPEG bitstream.  At first glance of the code, it seemed quite overwhelming due to the number and size of the source code files used in the program.  In order to target areas within the code to which I needed to add instructions I utilized standard Unix utilities such a “grep” that searched through the source code files and retrieved lines containing the string “slice.”  Utilizing my knowledge of MPEG from my previous research I was able to use the portion of the code dealing with slices as a reference point and step forwards and backwards within the code and jump between source files to understand how the program dealt with the bitstream.  I steadily read through more of the code so as to better understand its layout.  The titles of the source code files were extremely good indications of their role during program execution.  For example, the source code file “gethdr.c” was responsible for recognizing MPEG syntax headers such as “start_of_sequence()” and jumping to the correct portion of code which dealt with parsing the start_of_sequence parameters.

The majority of my time was spent in the source file entitled, “getblk.c.”  Getblk.c contained the source code responsible for decoding the DCT blocks in the bitstream.  It was also the portion of the code that handled watermark insertion and extraction.  Watermarking was performed using the LSB modification technique described earlier.  It was also evident in the code that some VLC’s were modified to carry two label bits instead of just one.  The two label bits were carried by the two LSB’s of the LC-VLC.  A LC-VLC was given the ability to carry two label bits if the following parameters were met:

1. Run length equals 0 and the level was in the interval [8,39]

2. Run length equals 1 and the level was in the interval [10,14) U (14, 18] 

Having a LC-VLC carry more than just one label bit extends the capacity of the host signal.  These VLC’s are being altered on two bit planes instead of one and may in turn affect the image.  It is evident that there is a tradeoff depending on whether a greater capacity is needed or greater perceptual transparency is required.

5.  Contributions

5.1  Air Force Sample Data

Although digital watermarking of still images and video seems to be most useful in copyright issues, it has many other useful applications as were discussed in the introduction of this paper.  The application focused upon during the second half of the semester was indexing.  It is quite often in the military that unmanned airborne vehicles (UAV) are sent out on surveillance missions to record videos of remote locations.  While the video is being recorded, metrics, or metadata, are also being recorded to serve as support information while viewing the videos.  At the present time this data is stored on or transmitted via a separate channel than the video.  Using watermarking techniques and the previously discussed indexing purpose of watermarking, this corresponding metadata can be embedded within the video so as to simplify storage and transmission.  After the metadata has been watermarked within the surveillance video both the video and watermarked metadata will be packaged together and can easily be stored or transmitted without the overhead of having to worry about two separate identities.


There are many different methods of watermarking that can be used for many different purposes.  In order to design a proper solution for the above stated problem, the United States Air Force has provided both video and metadata samples for analysis.  These data samples consisted of three surveillance videos from UAV’s accompanied by three metadata files.  Each of the video files corresponded to a metadata file.  The three video segments were entitled “mission1_segment1.mpg,” “mission1_segment12.mpg,” and “mission1_segment3.mpg.”  Their corresponding metadata files were entitled “mission1_segment1.xml,” “mission1_segment12.xml,” and “mission1_segment3.xml” respectively.


The three video files varied between thirty and sixty megabytes in size and from three minutes to seven minutes in length.  Assuming that all videos were recorded at the same quality, it seems clear that the length of the video is related to the storage size required.  That is, the longer durations of video require more storage space.  The videos contained both color and black-and-white scenes.  It may be possible that the black-and-white sequences were recorded at night.  The content of all three video segments was similar.  The location seemed to be a desert-type environment and periodically showed what seemed like to be military bases, airports, and planes.  All three videos also had audio tracks.  Since UAVs are unmanned, the recorded sounds and voices were probably those at the controlling base station.

Evident by the file extensions of the metadata files, the metadata is currently stored in extensible markup language (XML) format.  XML is basically a standard used for the storage or transmission of structured information.  The sample XML metadata acquired from the US Air Force shows the metrics recorded for each record on the UAV missions and is displayed in table 2:

	UAV
	Sensor

	Geographic Location
	Viewing Direction

	Date
	Date

	Time
	Time

	Segment Number of Video
	

	Field of View Designation
	


Table 2 - Recorded Metadata

Metadata is collected for both the aircraft and the video sensor on the aircraft.  Consequently, the XML files are split into two sections.  One section contains records containing the UAV data.  The second section contains records containing the sensor data.  The two sections are labeled, “Look Points” and “Sensor Track” respectively.  Each record from one section has a corresponding record in the other section that has an equal time stamp.  From this observation it is evident that whenever metadata is recorded metrics are obtained from both the UAV and sensor.

At this point in time it is unclear why the air force has chosen XML to store the metadata.  However, since the language of XML was created so that it could be parsed with ease, it is highly probably that there is some kind application that parses through these files for data viewing purposes.  From a watermarking perspective, however, storing metadata in XML format instead of simply comma-delimited, for example, will cause the payload to increase.  This increase in payload is due to the fact that data must be enclosed in tags when using XML.  These tags are what make XML a structured language.  A comma-delimited file is not as structured as XML.  As an example, if an XML file was given to a party who knew nothing about its contents, the file could still be understood assuming this party is familiar with XML.  However, comprehension of a comma-delimited file is much harder without prior knowledge of its layout.  The advantage of using a comma-delimited type file is that there are no tags required and the capacity of the video can be filled with metadata.  By counting the number of characters in one record of an XML file and comparing to that of one record in a comma-delimited file it is possible to see the savings in video capacity.  One record in an XML metadata file requires about 156 characters or 1092 bits assuming 7-bit ASCII character coding.  The same metadata in a comma-delimited record requires only 61 characters or 427 bits.  Therefore, it can be concluded that using a comma-delimited metadata file will decrease the payload size to 39% that of an XML structured file.  The nature of a metadata file does not require the rigid structure of XML and since payload is such an important variable in the watermarking process the size savings outweighs the lack of structure.  Samples of both XML and comma-delimited metadata have been included in the Appendix on pages 2a and 4a respectively.  

5.2  Embedding Metadata


The embedding of the metadata within the surveillance file is a task that can be completed in two ways.  The first way deals with a real-time situation.  In this scenario metadata is embedded, “on the fly,” and is transmitted to a receiving station.  The other possible solution is a batch embedding process.  In this scheme all video and metadata are first recorded prior to the beginning of the embedding process.

5.2.1  Real-Time Watermarking


The concept behind real-time watermarking is to basically create a constant stream of watermarked data so real-time capture, embedding, and transmission can be carried out.  Two possible solutions are presented in the following discussion.  The first requires prior knowledge such as length of video to be recorded, while the other proposes to divide the MPEG stream into "chunks" and watermark them individually.  On the receiving end of the transmission, the watermark is first extracted from the transmitted data and then displayed sequentially alongside the transmitted video.

The current watermarking application first analyzes a watermark file before embedding into an MPEG file.  Information learned from this analysis, such as size of watermark file, is important in the current watermarking algorithm.  Specifically, the algorithm embeds the size of the watermark file in the first thirty-two bits of the MPEG file so that the extractor knows when the end of watermark (EOW) is achieved.  In theory, if something is recorded live in a constant stream, such as the metadata collected during video capture, it may not be possible to predict the size of this metadata file. Without such information, the current watermarking algorithm will not work. One possible solution to this problem is to predetermine the length of video that will be recorded.  If recording duration is predetermined, the size of the metadata file can also be determined before any actual recording begins.  If the size of a metadata sample (sz), sampling rate (sr) of the metadata collector, and the length of the future video recording (lv) is known, than the size of the metadata file can be computed as follows:

(lv\sr)*sz

Utilizing this method the watermarked signal is buffered for a short period of time and then begins transmission to the receiving station.  This method is quite simple in concept, but is limited to the fact that the recording lengths must be predetermined.

Another possible solution, which does not require the video length prior to recording, is to divide the MPEG video into chunks before transmission to the receiver.  In this scheme, an N-second MPEG clip is stored in a video buffer.  Since the sampling rate of the metadata is known, the number of samples that need to be embedded into this chunk can easily be calculated since the length of the video is also known.  The size of the metadata to be embedded into this N-second clip can be calculated in the same fashion as above.  Assuming 1-bit LSB watermarking, the N-second video clip is analyzed for the number of LC-VLC’s it contains.  If the number of these label-carrying codes is equal or greater than the size of the metadata to be watermarked plus 32 for the size of watermark header, the metadata is watermarked, buffered, and eventually transmitted.  If this size condition is not met, more video is added to the N-second clip and this process repeats until enough LC-VLC’s available.

On the receiving end the metadata is extracted from the MPEG file in the normal fashion and is displayed in parallel with the MPEG video at the sampling rate defined for the collector.  Also, a copy of the watermarked file could be saved to an archive and appended to each time a "chunk" of the full MPEG file is collected.

5.2.2  Batch Watermarking


The batch watermarking process is a much simpler than the real-time technique.  The process is easily described by referencing figure 3.  It can be seen from the figure that all recorded video and metadata must be stored prior to the watermarking process.  After the recording phase has ended the metadata is embedded into the video.  At this point the watermarked signal can be either transmitted for viewing at a receiving location or can be stored for usage at a later time.


At this point, utilizing the batch technique is a more feasible way of implementation.  Surveillance videos can be watermarked using the existent LSB modification software.
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Figure 3 - Batch Watermarking

5.3  Metadata Viewer


Along with the ability to easily store metadata with its corresponding video, it is necessary to have a convenient way of viewing the metadata in parallel with the video while it is playing.  The following section discusses a metadata viewer that simplifies the viewing process by simultaneously displaying the correct metadata in time with the displaying video.


In order to synchronously display the correct metadata with the correct time in the video there must be a reference point.  When video and metadata are being recorded the assumption must be made that both video and metadata recording began at the same time instant.  Furthermore, the metadata recorder must uniformly sample metadata at a user input, constant rate.  It is with these two assumptions that the metadata viewer has the ability to display video and metadata correctly.  For example, if the metadata recorder was set to sample metadata at five second intervals and the video was thirty-seconds long there would be a total of six metadata records embedded into the video bitstream.  Before the viewer starts, the metadata must be extracted from the MPEG bitstream and saved into a temporary file.  Now, the viewer is started and can read from the temporary file to display the correct metadata.  Again, relying on the above assumptions, if the metadata viewer displays each metadata record sequentially from first to last in five-second intervals the correct metadata will display at the proper time in the video sequence (see figure 4).

	                     5s                                 10s                                15s                               20s                               25s 

	1st Record
	2nd Record
	3rd Record
	4th Record
	5th Record
	6th Record


Figure 4
Using this concept, random access of the MPEG file can also be performed while viewing metadata.  When the MPEG file is randomly accessed, the metadata displayer must first check to see to what frame the video has been changed.  Knowing the frame number and the frame rate, the time into the video can be calculated.  Once the current time of the video is available, the metadata displayer can reference into the watermark file and extract the correct metadata record.

5.3.1  Design


The metadata viewer was coded using JAVA.  JAVA was chosen because of its graphical user interface abilities.  Furthermore, JAVA is freely distributed and is platform independent so that the MPEG viewer can be run on most major operating systems at no additional cost.  The application has been successfully tested on Windows, Solaris, and Macintosh operating systems.


The metadata viewer is a graphical user interface (GUI) that was designed with the JAVA Swing package.  The viewer, as seen in figure 5, has three main panels.  The upper panel is a display area for the currently playing MPEG file.  The slider beneath this display panel is a graphical representation of the current time of the video and has the capability of being “dragged” to change what period of the video is being watched.  The bottom three fields display the metadata that was extracted from the MPEG bitstream.  The metadata fields will always stay synched with the currently playing video.  For example, if the video has been half played and the slide bar is dragged back to “0” the metadata for the beginning of the video will display.  The white area to the left of the slide bar displays the current time of the video and is updated as the video displays.  The JavaDoc documentation that explains classes and methods used in the MpegViewer are available in the Appendix on pages 5a and 7a.
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Figure 5 - Metadata Viewer

5.3.2  Future Plans


The current version of the metadata viewer does not at this time support functionality of actually displaying an MPEG sequence in the display window.  The time required to write a JAVA MPEG decoder was not available thus far.  However, the source code for a JAVA MPEG decoder has been found on the Internet and plans to incorporate this code into that of the metadata viewer has already begun.


Due to the object-oriented nature of JAVA the metadata viewer is a greatly scalable application.  Although this version demonstrates the bear minimum for metadata display, the ability to add other “bells and whistles” is possible.  Future correspondence with the U.S. Air Force will help to “mold” the metadata viewer application so that it caters to their requirements.

6.  Conclusion


This report has summarized a semester long process of research and development with the objective of explaining the motive and theory behind watermarking as well as several techniques used to implement the process on digital still and video multimedia files.  The advantages and disadvantages of the different techniques were discussed as well as the different domains in which watermarks operate.  New watermarking system designs and watermark viewing applications have been introduced.


The continuation of research and development in the future has already been scheduled.  The discovery of new watermarking techniques and applications are main objectives as well as the continued development of the metadata viewer and its watermarking system.
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Hex Dump Log

ANALYSIS OF 'random.mpeg' FROM mpeg.org

Febrary 4, 2002

next_start_code()

{


start code
000001

}

sequence_header()

{


sequence_header_start_code

b3


horizontal_size_value

140


vertical_size_value


0f0


aspect_ratio_information

1,0 (Square Sample)


frame_rate_code


5
(30)


bit_rate_value


ffff & '11'


marker_bit



'1'


vbv_buffer_size_value

'0'& 0a & '0'


constrained_parameters_flag
'0'


load_intra_quantiser_matrix
'0'


load_non_intra_quantiser_matrix
'0'

}

Hex Dump of "random.mpeg"

cat random.mpeg | od -x | more

0000000 0000 01b3 1400 f015 ffff e0a0 0000 01b8

0000020 0008 0040 0000 0100 0008 0000 0000 0101

0000040 23fc ff4a 5222 e529 488b 94a5 222e 5294

0000060 88b9 4a52 22e5 2948 8b94 a522 2e52 9488

0000100 b94a 5222 e529 488b 94a5 222e 5294 88b9

0000120 4a52 22e5 2948 8b94 a522 2e52 9488 b94a

0000140 5222 e529 488b 94a5 222e 5294 8880 0000

0000160 0102 23fc ff4a 5222 e529 488b 94a5 222e

0000200 5294 88b9 4a52 22e5 2948 8b94 a522 2e52

0000220 9488 b94a 5222 e529 488b 94a5 222e 5294

0000240 88b9 4a52 22e5 2948 8b94 a522 2e52 9488

0000260 b94a 5222 e529 488b 94a5 222e 5294 8880

0000300 0000 0103 23fc ff4a 5222 e529 488b 94a5

0000320 222e 5294 88b9 4a52 22e5 2948 8b94 a522

0000340 2e52 9488 b94a 5222 e529 488b 94a5 222e

0000360 5294 88b9 4a52 22e5 2948 8b94 a522 2e52

0000400 9488 b94a 5222 e529 488b 94a5 222e 5294

0000420 8880 0000 0104 23fc ff4a 5222 e529 488b

0000440 94a5 222e 5294 88b9 4a52 22e5 2948 8b94

0000460 a522 2e52 91ff 237f fedb 6fff fdb6 d8df

0000500 c744 58a5 6930 0a93 00ae fc98 1a50 6edd

0000520 bf29 393b 71dd bfaa 88dd ce5d ca52 9117

0000540 294a 445c a529 1172 94a4 45ca 5291 1729

Note:

Since first sequence_header() of sequence is not followed by

sequence_extension(), which is b5, the stream must conform

to ISO/IEC 11172-2.

Ref. Page 43 of ISO/IEC 13818-2: 1995(E)
XML Sample Data

<?xml version="1.0" encoding="UTF-8"?>

<TOSET>

  <TO C="Look Points">

    <A N="Object Id" V="1" />

    <A N="Segment #" V="1" />

    <A N="Status" V="APPROVED" />

    <A N="Create Group" V="TAS" />

    <A N="Modify Group" V="TAS" />

    <A N="Create Date" V="Aug 28 2000 12:36:26" />

    <A N="Modify Date" V="Aug 28 2000 12:36:26" />

    <A N="Links">

      <ROW>


<A N="Label" V="video" />


<A N="Link Data" V="d:\mdparse\mpg\mission1_segment1.mpg.xtv" />

      </ROW>

    </A>

    <A N="Track Points">

      <ROW>


<A N="Location" V="363702N 1152937W" />


<A N="Date Time" V="Jul 1 2000 15:13:20" />


<A N="Segment Number" V="1" />


<A N="Field of View" V="SMALL" />

      </ROW>

      <ROW>


<A N="Location" V="363657N 1152937W" />


<A N="Date Time" V="Jul 1 2000 15:13:24" />


<A N="Segment Number" V="1" />


<A N="Field of View" V="SMALL" />

      </ROW>

      <ROW>


<A N="Location" V="363652N 1152939W" />


<A N="Date Time" V="Jul 1 2000 15:13:28" />


<A N="Segment Number" V="1" />


<A N="Field of View" V="SMALL" />

      </ROW>

    </A>

  </TO>

  <TO C="Sensor Track">

    <A N="Track Name" V="mission1_segment1" />

    <A N="Object Id" V="1" />

    <A N="Segment #" V="1" />

    <A N="Status" V="APPROVED" />

    <A N="Create Group" V="TAS" />

    <A N="Modify Group" V="TAS" />

    <A N="Create Date" V="Aug 28 2000 12:36:26" />

    <A N="Modify Date" V="Aug 28 2000 12:36:26" />

    <A N="Track Points">

      <ROW>


<A N="Location" V="362225N 1151959W" />


<A N="Date Time" V="Jul 1 2000 15:13:20" />

      </ROW>

      <ROW>


<A N="Location" V="362121N 1151822W" />


<A N="Date Time" V="Jul 1 2000 15:13:24" />

      </ROW>

      <ROW>


<A N="Location" V="361051N 1151753W" />


<A N="Date Time" V="Jul 1 2000 15:13:28" />

      </ROW>

    </A>

    <A N="Links">

      <ROW>


<A N="Label" V="video" />


<A N="Link Data" V="d:\mdparse\mpg\mission1_segment1.mpg.xtv" />

      </ROW>

    </A>

  </TO>

</TOSET>

Comma-Delimited Sample Data

363702N 1152937W,Jul 1 2000 15:13:20,1,SMALL,362225N 1151959W

363657N 1152937W,Jul 1 2000 15:13:25,1,SMALL,362121N 1151822W

363652N 1152939W,Jul 1 2000 15:13:30,1,SMALL,361051N 1151753W

363649N 1152942W,Jul 1 2000 15:13:35,1,SMALL,363545N 1153757W

363645N 1152947W,Jul 1 2000 15:13:40,1,SMALL,363540N 1153810W

363643N 1152951W,Jul 1 2000 15:13:45,1,SMALL,363619N 1153730W

363640N 1152957W,Jul 1 2000 15:13:50,1,SMALL,363543N 1153801W

363639N 1153004W,Jul 1 2000 15:13:55,1,SMALL,363539N 1153803W

363638N 1153009W,Jul 1 2000 15:14:00,1,SMALL,363803N 1153743W

363636N 1153016W,Jul 1 2000 15:14:05,1,SMALL,364027N 1153643W

363635N 1153021W,Jul 1 2000 15:14:10,1,SMALL,364102N 1153639W

363634N 1153028W,Jul 1 2000 15:14:15,1,SMALL,364250N 1153520W

363633N 1153035W,Jul 1 2000 15:14:20,1,SMALL,364447N 1153427W

363632N 1153040W,Jul 1 2000 15:14:25,1,SMALL,364308N 1153738W

363631N 1153046W,Jul 1 2000 15:14:30,1,SMALL,363801N 1153324W

363629N 1153053W,Jul 1 2000 15:14:35,1,SMALL,363757N 1153322W

363628N 1153058W,Jul 1 2000 15:14:40,1,SMALL,363754N 1153324W

363627N 1153103W,Jul 1 2000 15:14:45,1,SMALL,363804N 1153318W

363626N 1153110W,Jul 1 2000 15:14:50,1,SMALL,363759N 1153315W

363624N 1153117W,Jul 1 2000 15:14:55,1,SMALL,363745N 1153214W

Class MpegViewer

java.lang.Object

  |

  +-MpegViewer
All Implemented Interfaces: 

javax.swing.event.ChangeListener, java.util.EventListener



public class MpegViewer
extends java.lang.Object

implements javax.swing.event.ChangeListener

An MpegViewer is a Graphcial User Interface which allows the abilty to view extracted metadata that was once embedded in an MPEG bitstream. At this point only metadata can be viewed, however, random access within the extracted watermark file is available. 



	Constructor Summary

	MpegViewer() 
          Creates an instance of an MpegViewer object.
	

	  Method Summary

	Static void
	main(java.lang.String[] args) 
          Runs when program is executed.

	 void
	setCurrTime(int newTime) 
          Sets the slider in the GUI to the proper position.

	 void
	setMetaData(java.lang.String[] params) 
          Sets the text boxes within the GUI.

	 void
	stateChanged(javax.swing.event.ChangeEvent e) 
          Eventlistener which is triggered when slider is adjusted.

	  Methods inherited from class java.lang.Object

	clone, equals, finalize, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait

	  Constructor Detail


MpegViewer

public MpegViewer()

Creates an instance of an MpegViewer object.

	Method Detail


setMetaData

public void setMetaData(java.lang.String[] params)

Sets the text boxes within the GUI.

Parameters:
params - Array which contains one record worth of metadata



setCurrTime

public void setCurrTime(int newTime)

Sets the slider in the GUI to the proper position.

Parameters:
newTime - Numerical location where slider will be set



stateChanged

public void stateChanged(javax.swing.event.ChangeEvent e)

Eventlistener which is triggered when slider is adjusted.

Specified by: 
stateChanged in interface javax.swing.event.ChangeListener
Parameters:
e - A ChangeEvent



main

public static void main(java.lang.String[] args)

Runs when program is executed. This method will call the cunstructor to create the instance of the MpegViewer and then also create a MetaDataParser which will parse the extracted metadata file.

Parameters:
args - Array of command line arguments [Metadata Cycle Rate]



Class MetaDataParser

java.lang.Object

  |

  +-MetaDataParser


public class MetaDataParser
extends java.lang.Object

A MetaDataParser is an object which parses and extracted metadata file at a user set time interval and passes this data to an MpegViewer in order to be displayed. 



	Constructor Summary

	MetaDataParser(MpegViewer mv, int sampleRate) 
          Creates an instance of a MetaDataParser
	

	  Method Summary

	 void
	findSample(int startTime) 
          Finds the correct record to display when the slider of the MpegViewer is used to random access the metadata file.

	 void
	stopTimer() 
          Stops the MetaDataParser from parsing the metadata file.

	  Methods inherited from class java.lang.Object

	clone, equals, finalize, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait


  

	Constructor Detail


MetaDataParser

public MetaDataParser(MpegViewer mv,

                      int sampleRate)

Creates an instance of a MetaDataParser

Parameters:
mv - The MpegViewer to which the parsed metadata will be passed

sampleRate - Time interval between parsing of metadata records in ms

	Method Detail


findSample

public void findSample(int startTime)

Finds the correct record to display when the slider of the MpegViewer is used to random access the metadata file.

Parameters:
startTime - Time to which the slider was set



stopTimer

public void stopTimer()

Stops the MetaDataParser from parsing the metadata file. This method is used when the slider is being adjusted.
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